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DETAILED ACTION 



1 



Claims 1-26 are pending for examination. 



2 



Claims 1-23 are rejected. 



Claim Rejections - 35 USC § 112 



The following is a quotation of the second paragraph of 35 U.S. C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

3. Claims 7,20 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

The phrase "a relatively high probability " in claims 7,20 is a relative phrase that renders 
the claim indefinite. The phrase "a relatively high probability " is not defined by the claim, the 
specification does not provide a standard for ascertaining the requisite degree, and one of 
ordinary skill in the art would not be reasonably apprised of the scope of the invention. 

As per dependent claims 8-13,21-23, the 35 U.S.C. 1 12, second paragraph rejection is 
inherited by the dependent claims from the independent claims 7,20 and therefore will not be 
further examined on the merits of the claims. 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C 102 that form the 
basis for the rejections under this section made in this Office action: 



(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 
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4. Claims 1-3, 6, 14-16, 19 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Zeng et al, U.S. Patent No. 6,505,299 Bl. 

5. As per claim 1 ; "A method, comprising: 
converting original data into 

a plurality of sub-bands using 

wavelet decomposition [Abstract, col. l,lines 10-col. 3,line 63, figures 1- 
17 and associated descriptions, and more particularly figures 1 1-13,16,17, 
whereas the use of \ . . grouping a set of transform coefficients from a special 
frequency subband and shuffling the transform coefficients . . . \ clearly 
encompasses the claimed limitations, as broadly interpreted by the examiner, 
insofar as post wavelet sub-ban^ separation and resulting sub-band transform 
coefficients subsequent processing.]; 
encrypting at least one of the sub-bands using 
a key to produce 

encrypted sub-band data [Abstract, col. l,lines 10-col. 3,line 63, figures 1- 
17 and associated descriptions, and more particularly figures 1 1-13,16,17, 
whereas the post wavelet sub-band separation and resulting sub-band transform 
coefficients subsequent processing encompassing the use of cryptographic 
encryption/decryption (key oriented) functions, clearly encompasses the claimed 
limitations, as broadly interpreted by the examiner.]; and 
transmitting the encrypted sub-band data to 
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a recipient separately from 

the other sub-bands [Abstract, col. 1, lines 10-col. 3, line 63, figures 1-17 
and associated descriptions, and more particularly figures 11-13,16,17, whereas 
the use of cryptographic encryption/decryption (key oriented) functions on post 
wavelet decomposed sub-band separated data packets, subsequently transferred 
across the Internet (i.e., a packet oriented, multi-path routed network), clearly 
encompasses the claimed limitations, as broadly interpreted by the examiner.].". 



And further as per claim 14, this claim is an apparatus claim for limitations from the 
method claim 1 above, and is rejected for the same reasons provided for the claim 23 rejection; 
"An apparatus including a processor operating under the instructions of a software program, the 
software program causing the apparatus to perform actions, comprising: converting original data 
into a plurality of sub-bands using wavelet decomposition; encrypting at least one of the sub- 
bands using a key to produce encrypted sub-band data; and transmitting the encrypted sub-band 
data to a recipient separately from the other sub-bands.". 



6. Claim 2 additionally recites the limitations that; "The method of claim 1, further 
comprising 

embedding at least one message in 

the at least one sub-band prior to 
the encryption step ". 
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The teachings of Zeng et al (Abstract, col. 1, lines 10-col. 3,line 63, figures 1-17 and associated 
descriptions, and more particularly figures 1 1-13,16,17, whereas the post wavelet sub-band 
separation and resulting sub-band transform coefficients subsequent processing encompassing 
the use of cryptographic encryption/decryption (key oriented) functions (insofar as the transform 
coefficient map is inherently a signature (a digital signature) for the data group/sub-band it is 
associated with), clearly encompasses the claimed limitations, as broadly interpreted by the 
examiner.) suggest such limitations. 

And further as per claim 15, this claim is an apparatus claim for limitations from the 
method claim 2 above, and is rejected for the same reasons provided for the claim 2 rejection; 
"The apparatus of claim 14, further comprising embedding at least one message in the at least 
one sub-band prior to the encryption step.". 

7. Claim 3 additionally recites the limitations that; "The method of claim 2, wherein 
the at least one message is at least one of 
hashed, 

digitally signed for, and 
encrypted 

prior to embedding the at least one message in 
the at least one sub-band.". 
The teachings of Zeng et al (Abstract, col. 1, lines 10-col. 3, line 63, figures 1-17 and associated 
descriptions, and more particularly figures 1 1-13,16,17, whereas the post wavelet sub-band 
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separation and resulting sub-band transform coefficients subsequent processing encompassing 
the use of cryptographic encryption/decryption (key oriented) functions (insofar as the transform 
coefficient map is inherently a signature (a digital signature) for the data group/sub-band it is 
associated with), clearly encompasses the claimed limitations, as broadly interpreted by the 
examiner.) suggest such limitations. 

And further as per claim 16, this claim is an apparatus claim for limitations from the 
method claim 3 above, and is rejected for the same reasons provided for the claim 3 rejection; 
"The apparatus of claim 15, wherein the at least one message is at least one of hashed, digitally 
signed for, and encrypted prior to embedding the at least one message in the at least one sub- 
band.". 

8. Claim 6 additionally recites the limitations that; "The method of claim 1, further 
comprising: 

encrypting a plurality of the sub-bands using 
respective secret keys to produce 

respective encrypted sub-band data, 

each secret key being the same or different from 

one of more of the respective secret keys; and 
transmitting the respective encrypted sub-band data over 
at least some differing routes of 

a packet-switched network to 
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the recipient .". 

The teachings of Zeng et al (Abstract, col. l,lines 10-col. 3,line 63, figures 1-17 and associated 
descriptions, and more particularly figures 1 1-13,16,17, whereas the post wavelet sub-band 
separation and resulting sub-band transform coefficients subsequent processing encompassing 
the use of cryptographic encryption/decryption (symmetric/secret key oriented) functions, 
subsequently transferred across the Internet (i.e., a packet oriented, multi-path routed network), 
clearly encompasses the claimed limitations, as broadly interpreted by the examiner.) suggest 
such limitations. 

And further as per claim 19, this claim is an apparatus claim for limitations from the 
method claim 6 above, and is rejected for the same reasons provided for the claim 6 rejection; 
"The apparatus of claim 14, further comprising: encrypting a plurality of the sub-bands using 
respective secret keys to produce respective encrypted sub-band data, each secret key being the 
same or different from one of more of the respective secret keys; and transmitting the respective 
encrypted sub-band data over at least some differing routes of a packet-switched network to the 
recipient.". 

Oaim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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9. Claims 4,5,17,18 are rejected under 35 U.S.C. 103(a) as being unpatentable over Zeng et 
al, U.S. Patent No. 6,505,299 Bl, as applied to claim 1,14 above and farther in view of below 

It is noted that Zeng et al, (U.S. Patent No. 6,505,299 Bl) does not disclose in the image 
coding system/method the specific type of encryption used other than to distinguish said 
encryption as requiring a minimal relatively processing capability. However, the examiner 
asserts that it would have been obvious to one ordinary skill in the art at the time the invention 
was made to use generally accepted state of the art encryption cryptographic functionality at the 
time of the invention. Typically this would encompass symmetric key cryptographic 
functionality (i.e., secret key encryption such as DES, etc.,) with accompanying public key 
cryptographic functionality (i.e., public key encryption such as used in PGP authentication, etc.,). 
A recitation directed to the manner in which a claimed apparatus is intended to be used does not 
distinguish the claimed apparatus from the prior art if prior art has the capability to do so ^See 
MPEP 21 14 and Ex Parte Masham, 2 USPQ2d 1647 (1987)). 

10. Claim 4 additionally recites the limitations that; "The method of claim 3, wherein 
a private key is employed when 

the at least one message is digitally signed for, and 
a secret key is employed when 

the at least one message is encrypted ". 
The teachings of Zeng et al (Abstract, col. l,lines 10-col. 3,line 63, figures 1-17 and associated 
descriptions, and more particularly figures 1 1-13,16,17, whereas the post wavelet sub-band 
separation and resulting sub-band transform coefficients subsequent processing encompassing 
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the use of cryptographic encryption/decryption (key oriented) functions (insofar as the transform 
coefficient map is inherently a signature (a digital signature) for the data group/sub-band it is 
associated with), clearly encompasses the claimed limitations, as broadly interpreted by the 
examiner.) suggest such limitations. 

And further as per claim 17, this claim is an apparatus claim for limitations from the 
method claim 4 above, and is rejected for the same reasons provided for the claim 4 rejection; 
"The apparatus of claim 16, wherein a private key is employed when the at least one message is 
digitally signed for, and a secret key is employed when the at least one message is encrypted.". 

1 1 . Claim 5 additionally recites the limitations that; "The method of claim 1, wherein 
the at least one message is 
a digital signature, 
which is transmitted to 
the recipient to 

verify the integrity of 

the encrypted sub-band data.". 
The teachings of Zeng et al (Abstract, col. l,lines 10-col. 3,line 63, figures 1-17 and associated 
descriptions, and more particularly figures 1 1-13,16,17, whereas the post wavelet sub-band 
separation and resulting sub-band transform coefficients subsequent processing encompassing 
the use of cryptographic encryption/decryption (key oriented) functions (insofar as the transform 
coefficient map is inherently a signature (a digital signature) for the data group/sub-band it is 
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associated with), subsequently transferred across the Internet (i.e., a packet oriented, multi-path 
routed network that encompasses packet authentication at appropriate OSI layers), clearly 
encompasses the claimed limitations, as broadly interpreted by the examiner.) suggest such 
limitations. 

And further as per claim 18, this claim is an apparatus claim for limitations from the 
method claim 5 above, and is rejected for the same reasons provided for the claim 5 rejection; 
"The apparatus of claim 14, wherein the at least one message is a digital signature, which is 
transmitted to the recipient to verify the integrity of the encrypted sub-band data.". 

Allowable Subject Matter 

12. Claims 24-26 are allowed. 

13. As per claim 24; "A system, comprising: 
a source entity operable to: 

(i) convert original data into 

a plurality of sub-bands using 

a wavelet decomposition process, 

(ii) encrypt at least one of the sub-bands to produce 

encrypted sub-band data, and 

(iii) transmit one of more packets of the encrypted sub-band data to 

a recipient over a packet-switched network separately from 
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the other sub-bands; and 
a plurality of trusted nodes within the packet-switched network, 
each trusted node having 

a node security level for comparison with 
a security level associated with 

the encrypted sub-band data, 
wherein each packet may only be routed through a trusted node having 
a node security level 

equal to or higher than 

the security level associated with 

the encrypted sub-band data.". 



14. Claim 25 additionally recites the limitations that; "The system of claim 24, wherein at 
least one of: 

the node security levels of the trusted nodes are 
time variant in response to 

network conditions; and 
each node is capable of 

changing its security level in response to 
the network conditions ". 
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15. Claim 26 additionally recites the limitations that; "The system of claim 24, wherein at 
least some of the trusted nodes are operable to 

merge two or more packets of the encrypted sub-band data into 

one or more further packets 
when the given trusted node has 

a security level equal to or higher than 
the security level associated with 

the encrypted sub-band data.". 
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Conclusion 



16. Any inquiry concerning this communication or earlier communications from examiner 
should be directed to Ronald Baum, whose telephone number is (571) 272-3861, and whose 
unofficial Fax number is (571) 273-3861. The examiner can normally be reached Monday 
through Thursday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh, can be reached at (571) 272-3795. The Fax number for the organization 
where this application is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. For more information for 
unpublished applications is available through Private PAIR only. For more information about the 
PAIR system, see http://pair-direct.uspto.gov . Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Ronald Baum 




Patent Examiner 
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